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Data-Intensive Systems (DIS)

Data-intensive system = intensive use of data
A one (orseveral) database(s) containing mission-critical data
A complying to a certainschema (data structures andconstraints)

A a set ofprograms read/update the data viaqueries expressedon
that schema

Data-intensive system

schema ]

)

data

A
v

programs



Link with digital information/data quality ?

The notion offithess for use

Data-intensive system

In DIS, datais used by programs tooffer certain functionalities [

schema ]

data

Important (implicit) relationships between

A data quality —
A schema quality M

A program quality




Consistency relationships In DIS (systemic perspective)

/ Database platform W \
DML Data model R
syntax A

syntax
I

/ Database Schemas \

/ Application programs \
source code
Programs -
execution

— Must be consistent with g
K =| Data




The consistency triangle of DIS




The consistency triangle of DIS

programs
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The consistency triangle of DIS
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The (implicit ) consistency triangle of DIS
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The (increasingly implicit ) consistency triangle of DIS
e.g., in the case of schema-less datastores (NoSQL)

/ ‘\

/. ‘\
programs € s et e = - data
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Data-Intensive Systems (DIS)

Data-intensive system = intensive use of data
A one (orseveral) database(s) containing mission-critical data
A complyingto a certair[schema (data structures andconstraints) ]

A a set ofprograms read/update the data viaqueries expressedon
that schema

Data-intensive system

[ schema ]

data

A
v

programs
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Data-Intensive Systems (DIS)

Data-intensive system = intensive use of data
A one (orseveral) database(s) containing mission-critical data
A complyingto a certair[schema (data structures andconstraints) ]

A a set ofprograms read/update the data viaqueries expressedon
that schema

There are several database schemas
at different levels of abstraction

B LUc q W3 1J eéalowdarliU We U W

Data-intensive system

schema ]

)

data

A
A 4

programs
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Inan ideal . N Iz q nj |

User Conceptual
requirements an alysi S

Logical
design

Conceptual
schema

Logical schema

Physical
design

Physical schema

DDL code

All schemas should form a complete and up -to-date
documentation of the database (s)

.../
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In an

ideal , N Iz q nj ||

Conceptual
schema

CUSTOMER ORDERS DETAIL PRODUCT
code num prodref reference
name date ordnum price
Logical schema ~— =~ 7 77 address cuscode quantity id: reference
phone id: num id: prodref
id: code <+—{ ref: cuscode ordnum
ref: ordnum
Physical schema - —, K ref: prodref
|
| v
| .
| / Physical schema
DDL code |
' RDER
| CUSTOMER o S D(Ij:_T?IL PRODUCT
: code oum prodret reference
| name date ordnum rice
| dd cuscode guantity p
| aadress 9 num — id: reference
h : id: prodref
L—— ] phone acc
— acc ordnum
id: code ]
<< ref: cuscode acc
acc
acc ref: ordnum
acc
\ ref: prodref

/

\J

Conceptual schema

CUSTOMER
code ORDER
name num

L 0- 1-1—
address 0 N date
phone id: num
id: code

[ detail \
—0- 0-N—

PRODUCT

reference
price

id: reference

v

-~

Logical schema

4
~

/
~

18



Inan ideal . N Iz q nj |

Conceptual
schema

Logical schema

Physical schema

DDL code 1

¥

create table CUSTOMER (

code char(6) not null,

name char(20) not null,

address char(40) not null,

phone numeric(12) not null,

constraint ID_CUSTOMER primary key (code));
create table DETAIL (

prodref char(6) not null,

ordnum char(6) not null,

quantity numeric(6) not null,

constraint ID_DETAIL primary key (prodref, ordnum));
create table ORDERS (

num char(6) not null,

date date not null,

cuscode char(6) not null,

constraint ID_ORDERS primary key (num));
create table PRODUCT (

reference char(6) not null,

price numeric(6,2) not null,

constraint ID_PRODUCT primary key (reference));
alter table DETAIL add constraint REF_DET_ORD_FK

foreign key (ordnum) references ORDERS;
alter table DETAIL add constraint REF_DET _PRO

foreign key (prodref) references PRODUCT;

alter table ORDERS add constraint REF_ORD_CUS_FK
foreign key (cuscode) references CUSTOMER;

create unique index CUSTOMER_IND on CUSTOMER (code);
create unique index DET_IND on DETAIL (prodref, ordnum);
create index DET_ORD_IND on DETAIL (ordnum);

create unique index ORD_IND on ORDERS (num);

create index ORD_CUS_IND on ORDERS (cuscode);

create unique index PRODUCT IND on PRODUCT (reference);

DDL code
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User
requirements
Logical Logical schema
design
The DDL code usug QWME-
available documentation, of.the database !
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design ‘
User
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Conceptual
schema

Conceptual

analysis

DDL code
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To each problem , a solution

No (sufficient) database documentation?

C recoverit through Database Reverse Engineering (DBRE)

«A collection of methods and tools to help anorganizationdetermine
the structure, function, and meaning of its data »(E. Chikofsky,1996)

21



DBRE as (valuable) initial phase

A Databasemaintenance

A Programmaintenance

A Databaseschema evolution

A Databaseplatform migration

A Data conversion

A Databaseintegration/federation
A Datawarehousing

A (Big) dataanalytics

A Machine learning

All those processes require a detailed , up to date documentation of the database (s)

22



DBRE as (valuable) initial phase

Database maintenance

Programmaintenance

Database schema evolution

Database platform migration ¢ motivating example
Data conversion

Databaseintegration/federation

Data warehousing

(Big) dataanalytics

Machine learning

To o Po Po o To To o I

All those processes require an detailed , up to date documentation of the database (s)
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Motivation example:
Database plaform migration

24



Database platform migration : overview

Legacy system

A

schema

Renovated system

conversion

v

data

conversion

program

E

conversion
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Database platform migration : overview

Legacy system

Renovated system

schema
5_/ conversion
mapping
- )
D data
conversion
—/
P program
conversion

E
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Database platform migration : schema conversion

Legacy system

schema
conversion

Renovated system

|:| mapping l_

data
conversion

Y O

program
conversion

Schema conversion is the translation of the source database structure, or
schema, into an equivalent database structure expressed in the target technology
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Database platform migration : data conversion

Legacy system

schema
conversion

Renovated system

|:| mapping l_

data
conversion

Y O

program
conversion

Data conversion is the migration of the data instances from the source database
to the target one. This migration involves data transformations that derive from

the schema conversion step.
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Database platform migration : program conversion

Legacy system Renovated system

schema ~

S_/ conversion SO
mapping

._\ L

data ~

D conversion C 0

——/
P program Po
conversion

Program conversion is the modification of the programs so that they now access
the migrated database instead of the source data. The functionalities of the programs

are left unchanged, as well as the programming language and user interface.
29



One-to-one schema conversion - method

Requires no documentation of the DB T therefore very popular

Theone-to-one schema conversionis the cheapest but also the worst approach
since it may significantly degradethe quality of the system

schema
conversion

Do target DMS-DDL

source DMS-DDL
parsing
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One-to-one schema conversion

SELECT CLIENT ASSIGN TO "CUST.DAT"
ORGANIZATION IS INDEXED
RECORD KEY IS CUST_ID.
FD CUST- FILE.
01 CUSTOMER.
02 CUST- ID PIC X(12).
02 CUST- INFO PIC X(80).
02 CUST- HIST PIC X(1000).

create table CUSTOMER(
CUST _ID char(12) not null
CUST _INFO char(80) not null
CUST_HIST char(1000) not
primary key (CUST_ID));

null

pexample

CUSTOMER

CUST-ID: char (12)
ial CUST-INFO: char (80)
CUST-HIST: char (1000)

id: CUST-ID

b

CUSTOMER

CUST _ID:char (12)
U CUST_INFO: char (80)
CUST_HIST: char (1000)

id: CUST_ID

31



Semantic schema conversion - method

Requires a complete , up to date documentation of the DB

The semantic schema conversion approach is based on an in-depth understanding of the
data structures. It produces a high quality target schema, strong basis for the future.

4@—l

schema DB

conceptualization logical design
program < di: :: < t-__ 3
source code
LE s
schema DB

:q' refinement phys=ical design”

source DMS-DDL pareing | coting target DMS-DDL

LA
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Semantic schema conversion »example

Database reverse engineering (step 1)

SELECT CLIENT ASSIGN TO "CUST.DAT"
ORGANIZATION IS INDEXED
RECORD KEY IS CUST_ID.
FD CUST- FILE.
01 CUSTOMER.
02 CUST- ID PIC X(12).
02 CUST- INFO PIC X(80).

<

CUSTOMER

CUST-ID: char (12)
CUST-INFO: compound (70)
NAME: char (20)
ADDRESS: char (40)
STATUS: char (10)
CUST-HIST-PURCHI[0-100] array: compound (10)
ITEM: num (5)
TOTAL: num (5)

02 CUST- HIST PIC X(1000). id: CUST-ID
id(CUST-HIST-PURCH):
ITEM
CUSTOVER lc;usT- dHlST;lPURCH

CUST-ID. char (12) |$ET\;|(-' InnurEX(EE))
CUST-INFO: compound (70) .

NAME: char (20) —0-1001-1 LQTAL'(;‘“”‘ ©)

ADDRESS: char (40) id: record. CUSTOMER

STATUS: char (10) " ITEM L CUSTOMER
id: CUST-ID O dex




Semantic schema conversion »example

Database forward engineering (step 2)

CUSTOMER CUST- HIST- PURCH CUSTOMER
CUST-ID: char (12) ndex: 'r:'frﬁx(g) CUST_ID
CUST-INFO: compound (70) - & CUS_NAME
NAME: char (20) —0-1001-1 TOTAL: num (5) Y CUS_ADDRESS
ADDRESS: char (40) id: record. CUSTOMER CUS_STATUS
STATUS: char (10) o 'TE'V'd d:cusTD |
id: CUST-ID id": record. CUSTOMER
Index
create table CUSTOMER( CUST_HIST_PURCH
CUST_ID  char(12) not null, %—@
CUST_NAME char(28) not null, CINDEX
CUST_ADDRESS char(60) not null, TOTAL
CUST_STATUS char(2) not null, ~ |id: ﬁlél\SAT_lD
primary key (CUST _ID)); U id" CUST_ID
CINDEX :
create table CUST_HIST_PURCH( ref: CUST_ID —
CUST_ID char(12) not null,
ITEM char(10) not null, No more than

100 CUST_HIST_PURCH L

CINDEX smallint not null check(CINDEX <= 100), per CUSTOMER

TOTAL smallint not null,

primary key (CUST_ID,ITEM),

unique (CUST_ID,CINDEX),

foreign key (CUST_ID) reference CUSTOMER);




One-t0o-one versus semantic schema conversion

One-to-one conversion

CUSTOMER

CUST-ID: char (12)
CUST-INFO: char (80)
CUST-HIST: char (1000)
id: CUST-ID

create table CUSTOMER(
CUST_ID char( 12) not null ,
CUST_INFO char( 80) not null
CUST_HIST char( 1000) not null ,
primary key (CUST_ID)) ;

Semantic conversion

CUST_ID

char( 12) not

CUST_NAME char( 28) not
CUST_ADDRESShar( 60) not
CUST_STATUS char( 2) not

primary

create table

CUST_ID
ITEM
CINDEX
TOTAL
primary
unique
foreign

key (CUST_ID)) ;

CUST_HIST _PURCH(
char( 12) not
char( 10) not
smallint not
smallint not

key (CUST_ID,ITEM),

(CUST_ID,CINDEX),

key (CUST_ID) reference

CUSTOMER CUST_HIST_PURCH
CUST_ID CUST_ID
CUS_NAME ITEM
CUS_ADDRESS CINDEX
CUS_STATUS TOTAL
id: CUST_ID id: CUST_ID

= ITEM
id: CUST_ID
CINDEX
ref: CUST_ID
create table CUSTOMER(

null
null
null
null

null
null
null
null

check(CINDEX

CUSTOMER)

<= 100),
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One-to-one versus semantic schema conversion

What if we need for a newfunctionality : compute total sales per item

One-to-one conversion

CUSTOMER
CUST-ID: char (12)
CUST-INFO: char (80)
CUST-HIST: char (1000)

id: CUST-ID

b

f)

Awnhere is the required information?

Ahow to extract it from the CUSTOMER table?
Awho will develop the (C, Java, Python) program?
Aé a nmtien?

Semantic conversion

CUSTOMER CUST_HIST_PURCH
CUST_ID CUST ID
CUS_NAME ITEM
CUS_ADDRESS CINDEX
CUS_STATUS TOTAL

id: CUST_ID id: CUST_ID
ITEM
id: CUST_ID
CINDEX
ref: CUST_ID

b

select ITEM, sum(TOTAL)
from CUST_HIST_PURCH
group by ITEM;

Aclearly visible + documentation if needed
Ajust name the columns
Aby any non expert

Aimmediately, 2 minutes

36



Database reverse engineering:
An industrial project



DBRE»Industrial project

A Context : Belgiancar distributor - Spareparts management application
A Obijective : migratingan IDMS databaseto a RDBMS

A Size: medium sizedatabase (324 record types)

First trial : one-to-one conversion , outsourced

Result : failure , poor data access performance, unreadable code,
the migrated system could not be maintained any longerée

Second trial : semantic conversion , in house (with UNamur researchers)

Result : success ; satisfying performance, maintainable result.
the project leader received the "IT manager of the year" award !

38



DBRE»Physical schema (IDMS)- excerpts

DB-MAIN 6.5d - [schema/physique] - |EI|1|
E File Edit Product Mew Transform Assist Engineering Log View Window Help _|ﬁ||1|
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DBRE- (Raw) Logical schema (IDMS)- Excerpts

) DB-MAIN 6.5d

* - [schema/logique]

E File Edit Product Mew Transform Assist Engineering Log View Window Help

*
O

B e

=

B == £ [2] 5lol=E]

+H 10| ==

i

Size: 11586
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DBRE»Conceptual schema (IDMS)- Excerpts

i-q schema,/concept.
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DBRE»Logical schema (relational ) - excerpts
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Database reverse engineering:
A DMSindependent method



Database reverse engineering
the ideal view

create table COUNTRY (
CNAME char(24) not null
VOLUMEnumeric (12) not null
primary  key (CNAME));

create table EXPORT ( SECTOR COUNTRY
CNAME char(24) not null
SNAME char(18) not null Sector Name Country Name
primary  key (CNAME, SNAME), Il Income Volume
foreign  key (CNAME) id: Sector Name id:Country Name

references COUNTRY,
foreign  key (SNAME)

references  SECTOR); 0-N O-N

create table SECTOR (
SNAME char(18) not null
INCOME numeric (14) not null
primary  key (SNAME));




Database reverse engineering

In reality

create table TBL_C (
IDC char(24) not null
COL_2 numeric (12) not null );

create  table TBL_X ( ? SECTOR COUNTRY

IDX char(42) not null );
Country Name

Sector Name
create table TBL_S ( II Income Volume
IDS char(18) not null, id: Sector Name id: Country Name

COL_2 numeric (14) not null );

create  unique index ID_C on TBL_C(IDC);

create  unique index ID_X on TBL_X(IDX); O-NO-N

DBREaims at recoveringimplicit schema constructs , including :
A finer-grainedstructures of entity types andattributes

A referential constraints (foreign keys)

A exact cardinalities of attributes

A identifiers of multi-valued attributes



Database reverse engineering

Where to find the (implicit ) data structures and constraints ?

A DDL analysis or catalog extraction (+/- 40%)
A Schema analysis (+/- 10%)

A Data analysis (+/- 10%)

A HMI analysis (+/- 10%)

A Program analysis (+/- 30%)

46



Database reverse engineering

Schema analysis

M. H. Alalfi, J. R. Cordy, and T. R. Dean, SQL2XMI: Reverse engineering of UML-ER diagrams from
relational database schemas. In Proc. of WCRE 2008, pp. 1871 191, IEEE, 2008.

HMI analysis

Ravi Ramdoyal, Anthony Cleve, and Jean-Luc Hainaut. Reverse engineering user interfaces for

interactive database conceptual analysis. I n Proc. of CAi SE01O0
2010.
James F. Terwilliger et al. The wuser interface is the conceptu

of LNCS, pages 424i 436. Springer, 2006.
Static program analysis

A. Cleve, J. Henrard, and J.-L. Hainaut, Data reverse engineering using system dependency graphs,
in Proc. of WCRE 2006, pp. 1571 166, IEEE, 2006.

C. Marinescu, Discovering the objectual meaning of foreign key constraints in enterprise applications,
in Proc. of WCRE 2007, pp. 1007 109, IEEE, 2006

Dynamic program analysis

A. Cleve, J.-L. Hainaut, Dynamic Analysis of SQL Statements for Data-Intensive Applications Reverse
Engineering. In Proc. of WCRE 2008, pp. 192-196, IEEE, 2008.

A. Cleve, N. Noughi, and J.-L. Hainaut, Dynamic program analysis for database reverse engineering,
in post-Proc. of GTTSE 2011, Springer, 2011.
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Database reverse engineering

What are the challenges?

The DDL code (or the datdictionary) givesus
the explicit data structures andconstraints

Manyundeclared, therefore hidden, implicit
data structures andconstraints

Manycomplex, non-standard constructs -
difficult to interpret

Vd

Y

Physical extraction

Logical extraction

Conceptualization

48



DBRE- Method

Documentation

Programs

User interface

Reports

DBRE technical

DDL code

Physical
extraction

Logical
extraction

Conceptualization

Processes

Physical
schema

Logical schema

Conceptual
schema
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DBRE- Method

Step 1: Physical extraction

create table TBL_C (
IDC char(24) not null,

COL_2 numeric(12) not null);

create table TBL_X (
IDX char(42) not null);

create table TBL_S (
IDS char(18) not null,

COL_2 numeric(14) not null);

create unique index ID_C on
TBL_C(IDC);
create unique index ID_X on
TBL_X(IDX);

=)

TBL_C

TBL_X

IDC
COoL_2

IDX

id": IDX
acc

id": IDC
acc

TBL_S

IDS
COL_2

50



DBRE- Method

Step 2: Logical extraction

TBL C
IDC EXPORT COUNTRY
COL_2 CNAME CNAME
TBL_X id" IDC SNAME VOLUME
IDX acc || id: CNAME | =1 id: CNAME
id"- IDX SNAME
- ref: CNAME} | SECTOR
acc TBL_S ref: SNAME 1 | SNAME
DS | !NCOME
COL_Z Id: SNAME

cryptic names

missing unique keys
missing foreign keys
concatenated columns



DBRE- Method

Step 3: Conceptualization

EXPORT COUNTRY
CNAME CNAME
SNAME VOLUME

id: CNAME | =]id: CNAME

SNAME

ref. CNAME} | sECTOR
ref: SNAME |— | SNAME
INCOME

> id: SNAME

=)

technology-dependent constructs

unclear semantic interpretation

SECTOR

Sector Name

Income

COUNTRY

Country Name

id: Sector Name

Volume

id:Country Name
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DBRE- Method

Analysis techniques for Logical extraction

1. Schemaanalysis
2. Dataanalysis
3. Static programanalysis

4. Dynamic programanalysis

53



DBRE- Method

Analysis techniques for Logical extraction
1. Schema analysis

CUSTOMER CUSTOMER
CUST-ID: char (16) CUST-ID: char (16)
CUST-NAME: char (32) CUST-NAME: char (32)
CUST-ADDRESS: char (120) CUST-ADDRESS: char (120)
id: CUST-ID id: CUST-ID

ORDER ORDER
ORD-NUM: (8) ORD-NUM: num (8)
VST ORD-CUST: num (16)

[ Torb-cusT: num (16)]
ORD-DATE: date (8)

id: ORD-NUM

ORD-DATE: date (8)
id: ORD-NUM
ref: ORD-CUST

One of the main (only) heuristics in the 80's



DBRE- Method

Analysis techniques for Logical extraction
2. Dataanalysis

PATIENT PATIENT
SS_NUMBER SS_NUMBER
REG_NUMBER - REG_NUMBER
NAME \( NAME
ADDRESS ADDRESS
id: SS_NUMBER id: SS_NUMBER

- id: REG_NUMBER

select REG_NUMBERgcount(*) as N
from PATIENT

group by REG_NUMBER

having count(*) > 1

schema

REG_NUMBER N

programs
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DBRE- Method

Analysis techniques for Logical extraction
3. Static program analysis (intra-query analysis)

CUSTOMER CUSTOMER
CUST-ID: char (16) CUST-ID: char (16
CUST-NAME: char (32) CUST-NAME: char (32)
CUST-ADDRESS: char (120) CUST-ADDRESS: char (120)
id: CUST-ID id: CUST-ID

Y
ORDER ORDER

ORD-NUM: num (8) ORD=NUN. e (8]

ORD-CUST: num (16) ORD-CUST: num (16)

ORD-DATE: date (8) ORD-DATE: date (8)

id: ORD-NUM 'd: ORD-NUM

ref: ORD-CUST

+

select *
from CUSTOMER,ORDER
where CUST_ID = ORD_CUST




DBRE- Method

Analysis techniques for Logical extraction
3. Static program analysis (inter-query analysis)

CUSTOMER
CUST-ID: char (16)
CUST-NAME: char (32)
CUST-ADDRESS: char (120)
id: CUST-ID

ORDER
ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

id: ORD-NUM

+

select * from CUSTOMER

where CUST ID = : CN

if SQLCODE= 0 then begin
insert into ORDER
values( : ON,: CN,: OD);

end;

CUSTOMER

CUST-ID: char (16)
CUST-NAME: char (32)

CUST-ADDRESS: char (120)

id: CUST-ID

ORDER

ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

id: ORD-NUM
ref: ORD-CUST
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DBRE- Method

Analysis techniques for Logical extraction

3. Static program analysis (inter-query analysis)

CUSTOMER

CUST-ID: char (16)

CUST-NAME: char (32)

CUST-ADDRESS: char (120)

CUSTOMER

id: CUST-ID

CUST-ID: char (16)

CUST-NAME: char (32)

CUST-ADDRESS: char (120)

id: ORD-NUM
+
select ORD_CUSTinto
where ORD_NUM= : ON
C - nn + OC
insert

id: CUST-ID

ORDER

ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

into CUSTOMERralues(

: OC from ORDER

ORDER

ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

id: ORD-NUM
ref. ORD-CUST

programs '

58



DBRE- Method

Analysis techniques for Logical extraction
4. Dynamic program analysis (FK usage)

CUSTOMER
CUST-ID: char (16)
CUST-NAME: char (32)
CUST-ADDRESS: char (120)
id: CUST-ID

ORDER
ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

id: ORD-NUM

+
select ORD CUSTfrom ORDER where ORD_DATE = 2008 - 20- 06

getString (1)=  C400
select CUST_NAME, CUST_ADDRESS from CUSTOMER where  CUST ID = €400
getString (1)= B314

select CUST_NAME, CUST_ADDRESS from CUSTOMERS where  CUST ID = B314
getString (1)= €891

select select CUST_NAME, CUST_ADDRESS from CUSTOMERS where

CUSTOMER

CUST-ID: char (16)
CUST-NAME: char (32)

CUST-ADDRESS: char (120)

id: CUST-ID

CUST ID =

ORDER

ORD-NUM: num (8)

ORD-DATE: date (8)

ORD-CUST: num (16)

id: ORD-NUM
ref. ORD-CUST

C891

programs '
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DBRE- Method

Analysis techniques for Logical extraction
4. Dynamic program analysis (FK validation)

CUSTOMER
CUST-ID: char (16)
CUST-NAME: char (32)
CUST-ADDRESS: char (120)
id: CUST-ID

ORDER
ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

id: ORD-NUM
+

select count(*) from CUSTOMER where CUST_ID = C400
getint (1)=1
insert into ORDERS(ORD_NUM, ORD CUS,JORD_DATE) values (456,
select count(*) from CUSTOMER where CUST _ID = C152
getint (1)=0
select count(*) from CUSTOMER where CUST_ID = C251
getint (1)=1

insert into ORDERS(ORD_NUM,  ORD CUS,ORD_DATE) values (457,

CUSTOMER

CUST-ID: char (16)

CUST-NAME: char (32)

CUST-ADDRESS: char (120)

id: CUST-ID

ORDER

ORD-NUM: num (8)
ORD-CUST: num (16)
ORD-DATE: date (8)

id: ORD-NUM
ref. ORD-CUST

C400 , 2008-06-20 )

€251 , 2008-06-20 )

programs
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Dynamic program analysis for DBRE:
An open-source case study



Dynamic analysis for DBRE »A casestudy

A Based onhttp://webcampus.fundp.ac.be
A E-learning web application
A Based on opensource project Claroline
A 465 000 lines of code (PHP/MySQL)

A Dynamic program analysis
A Semiautomatic source code instrumentation
A Capturing query executions & query results

A 14 execution scenarios
A register as a student/as an administrator
A create a course
A delete a course
A delete a course category (faculty)
A add a course plugin

AB


http://webcampus.fundp.ac.be/

Dynamic analysis for DBRE »A casestudy

DDL code (main
A 33 tables
A 198 columns

USER_PROPERTY
userld

propertyld
propertyValue

scope

id: scope
propertyld
userld

gr: propertyld

Main DB/DDI

USER

user id
nom[0-1]
prenom[0-1]

PROPERTY_DEFINITION

‘propertyld
contextScope
label
type
defauitvalue
description
required

ran

acceptedvalue

id: contextScope
ropertyld

(0-1]
password[0-1]
language(0-1]
authSource[0-1]
email[0-1]
isCourseCreator(0-1]
officialCode[0-1]
officialEmail[0-1]
phoneNumber{0-1]
pictureUri[0-1]
creatorid[0-1]
isPlatformAdmin[0-1]
id: user_id

login_user_id
login_date
login_ip

id: Togin_id

TRACK_E_OPEN
open_id
open_date

id: open_id

REL_CLASS_USER]
id
user_id
class_id
id: id
FACULTE
id
name
code
code_P[0-1]

treePos[0-1]
nb_childs[0-1]

canHaveCoursesChild[0-1]
canHaveCatChild[0-1]

TRACK_E_DEFAULT|

default id
default_user_id
default_cours_code
default_date
default_event_type
default_\alue_type
default value

id: default_id

COURS_USER
code_cours

I

user_id

profile_id
isCourseManager
role[0-1]

count_user_enrol
count_class_enrol

id: code_cours
user_id

CLASS

id

name
class_parent_id[0-1]
class_level

id: id

EVALUATION_QUESTIONS|

RIGHT_PROFILE

description[0-1]
courseManager[0-1]
mailingList[0-1]
useriistPublic[0-1]
groupTutor(0-1]
Tocked[0-1]
required(0-1]

id: profile_id

question

id

id:id EVALUATION_ANSWERS|
id" code rank
acc: code_P tion_ question_type
acc: treePos answer theme_id
rank category
i creator_i
question_id share

EVALUATION_THEMES

id: id
gr: creator_id

COURS

cours id
code[0-1]
fake_code{0-1]
directory[0-1]
dbName{0-1]
languageCourse[0-1]
intitule[0-1]
faculte[0-1]
visible[0-1]
enroliment_key[0-1]
titulaires[0-1]
email[0-1]
departmentUriName[0-1]
departmentUr[0-1]
diskQuotal0-1]
versionDb
versionClaro
lastVisit[0-1]
lastEdit[0-1]
creationDate[0-1]
expirationDate{0-1]
defaultProfileld

id: cours_id

REL_COURSE_CLASS
courseld
classid

id: courseld
classid

EVALUATION
id

course_code
question_i
category

EVALUATION_ADMIN
id

course_code
user_id
admin_status[0-1]

EVALUATION_FEEDBACK|

id: id
gr: course_code

d: id

id gr: user_id

user_id

feedback

creation_date EVALUATION_AUTH|
date id

id: id cours_id

gr: user_id offcial_code

id:

id

RIGHT_REL_PROFILE_ACTION|

action_id

value[0-1]

id: profile_id
action_i
courseld

TRACK_EVALUATION|

Juser_commento-1]

MODULE_INFO

id
module_id

version

author[0-1]
author_email[0-1]
author_website{0-1]
description[0-1]
website[0-1]
license[0-1]

id: id

NOTIFY

id

course_code

tool_id

ressource_id
id

COURSE_TOOL

id
claro_label
script_url
icon[0-1]
def_access
def_rank[0-1]
add_in_course
access_manager|
id: i
id" claro_label

RIGHT_ACTION|
id

name
description[0-1]
tool_id[0-1]
rank[0-1]

UPGRADE_STATUS|

id

cid
claro_label[0-1]
status

id: id

CONFIG_FILE
config_code
config_hash
id: config_code]




Dynamic analysis for DBRE »A casestudy

Complete logical schema
A 33 tables
A 198 columns

+ 35implicit foreign keys

(known by the programmers)

USER_PROPERTY]|

propertyld
propertyValue

userld

scope
@: scope

gr: propertyld

propertyld
userld

in DB/logi

TRACK_E_DEFAULT

prenom[0-1]

at

defaultvalue
description
required

rank
acceptedvalue
id: contextScope
propertyld

PROPERTY_DEFINITION|

‘propertyld
contextScope
label

el

password[0-1]
language[0-1]
authSource[0-1]
email[0-1]
isCourseCreator[0-1]

creatorld[0-1]
isPlatformAdmin[0-1]
id: user_id

TRACK_E_LOGIN|

Togin,
login_user_id
login_date
login_i

id: login_id
ref: login_user_id

TRACK_E_OPEN
open_id
open_date

id: open_id

REL_CLASS_USER|
[

user_id
class_id

id: id
ref: user_id

ref: class_id
FACULTE

id

name

code

code_P[0-1]

treePos[0-1]
nb_childs[0-1]
canHaveCoursesChild[0-1]
canHaveCatChild[0-1]

id: id

v

id" code
false-ref: code_P.

Sso defaul

default_user_id
cookie default_cours_code
rec_time default_date
user_id default_event_type
a1 default_value_type
ref: user _id| default_value

id: default_id

ref: default_user_id

vt USER false-ref: default value
nom[0-1]

\ class level
id: id

COURS_USER

user_id

profile_id
isCourseManager
role[0-1]

team

tutor
count_user_enrol
count_class_enrol
id: code_cours

false-ref: code_cours|
ref: user_id
ref: profle_id

CLASS

id

name
class_parent_id[0-1]

RIGHT_PROFILE
profile_id

name
label
description[0-1]

mailingList[0-1]
userlistPublic[0-1]
groupTutor[0-1]
locked[0-1]
required[0-1]

id: profle_id

COURS

cours_id

code[0-1]
fake_code[0-1]
directory[0-1]
dbName[0-1]
languageCourse{0-1]
intitule[0-1]
faculte[0-1]
visible[0-1]
enrollment_key[0-1]
titulaires[0-1]
email[0-1]
departmentUriName[0-1]
departmentUrl[0-1]

lastEdit[0-1]
creationDate{0-1]
expirationDate[0-1]
defaultProfileld

ref: defaultProfileld

REL_COURSE_CLASS]

classld

id: courseld
classld
false-ref: courseld
false-ref: classld

EVALUATION_ANSWERS

EVALUATION_QUESTIONS| EVALUATION
d ] i

question course_code
answer description[0-1] id
rank

ref:

id: id
question_id

rank
question_type
theme._id

question_id

category
creator_id
share

id: id

ref: theme_id

gr: creator_id

id: id
ref: question_id
grid

creation_date

EVALUATION_AUTH|
modification_date

id
cours_id

id:id
or: user_id official_code

id: id

' TRACK_EVALUATION
[EvALUATION THEMES] i
id EVALUATION_ADMIN user_id
name id course_code
rank course_code creation_date
idid user_id question.id
admin_status[0-1] answer{0-1]
id: id user_comment[0-1]
EVALUATION_FEEDBACK| gr: course_code id: id
gr: user_id
user_id
feedback

profile_id

courseld
value{0-1]

id: id
false-ref. module_id

RIGHT_REL_PROFILE_ACTION|

id: profile_id

ref: profile_id
ref: action_id
false-ref: courseld

NOTIFY

course_code

false-ref: tool_id

false-ref: course_code

COURSE_TOOL|

id

claro_label
script_url
icon[0-1]
def_access
def_rank[0-1]
add_in_course
access_manager|

id: id
id" claro_label

MODULE_INFO

module_id

version

author(0-1]
author_email[0-1]
author_website[0-1]
description(0-1]

license[0-1]

id: id
ref: module_id

RIGHT_ACTION|
id

name
description[0-1]
tool_id[0-1]
rank[0-1]

UPGRADE_STATUS|

i

status

cid
claro_label[0-1]

id: id

CONFIG_FILE
config_code
config_hash
id: config_code]




Dynamic analysis for DBRE »A casestudy

Table 1. Size of collected SQL traces, by execution scenario.

Execution scenario |# of queries |# of select |# of insert |# of delete |# of update ||# of query results
register user 2l 24 3 0 0 163
add course manager 194 190 4 0 0 2 391
add course user 155 151 4 0 0 1 908
create course 29 20 9 0 0 299
delete course 132 123 | 7 0 1 700
delete course user 84 83 0 1 0 996
delete department 37 37 0 0 0 419
install applet 88 82 4 0 2 721
install tool 2169 2039 126 4 0 24 180
unistall applet 78 68 0 9 1 373
uninstall tool 1 896 1 888 0 8 0 22419
register to a course 64 63 1 0 0 708
register to Webcampus 32 30 2 0 0 184
unregister from course 19 17 | 1 0 155
Total 5004 4 815 155 30 3 56 816




Dynamic analysis for DBRE »A case study

A B C D
class — class 0 0 0 0 0
v |course —+ faculty 19271840 12 1 832 871 0
v |course — right_profile 1927 51|12 0 1| 0
v |course_user — course 5511927 9 9 471 5
v/ |course_user — right_profile 55| 51| 9 0 91 0
v |course_user — user 55| 41| 9 7 50| 4
desktop_portlet_data — user 0| 41] 0 0 0] 0
v |dock — module 244 496|14 58| 297| 0
v |faculty — faculty 1840(1840(12 3 0] 0
v’ |course_addons — course 183811927| 9 0|3842( 0
course_program — course 0[1927| 0 0 0] 0
v  |user_addons — user 11 41| 3 0 151 0
user_addons — program 11 513 0 0] 0
v’ |im_message — course 311927 3 0 510
v |im_message_status — user 4] 41| 3 0 21 0
im message_status — im_message 4 31 3 0 0] 2
v |im_recipient — user 41 41] 3 0 210
im_recipient — im_message 4 31 3 0 0] 6
v |log — user 3] 41| 3 0 11 0
v |module_contexts — module 38| 496|14 34 1] 0
v |module_info — module 17| 496]| 4 13 11{ 0
v |notify — course 911927 6 0 31 0
v |notify — user 9] 41| 6 0 11 0
notify — course_tool 9| 452| 2 0 0] 0
property_definition — user_property 0 1| 0 0 0] 0
rel_class_user — user 0f 41| 0 0 of 0
rel class_user — class 0 0] 0 0 0] 0
rel_course_class — class | 0] 0 0 o[ 0
v |[rel course_class — course 111927] 1 0 310
v |right_rel_profile_action — course 161|1927] 6 0 221 0
v |right_rel_ profile_action — right_profile| 161 51| 7 o 711 0
v |right_rel_profile_action — right_action 161 178 7 32| 810| 8
sso —r user 0 41| 0 0 0l 0
v |tracking_event — user 31 41| 2 0 21 0
v |user_property — user 1| 41] 1 | 0] 0

A. #gueries accessing tl

B. #queries accessing t2
C. #scenarios accessing t1 & t2

D. #joins between t1 & t2

E. #outpuinput dependencies
guery(tl) <> query(t2)

F. #inputinput dependencies
query(tl) <> query(t2)



Dynamic analysis for DBRE »A casestudy

Unexpected foreign key (t1 — o) |# of joins |Explanation

course tool — module 372 actual implicit foreign key
right action — course tool 18 |actual implicit foreign key
notify — course user 6|t1 and to reference the same table ¢4




Dynamic analysis for DBRE »A casestudy

A #Truepositives (TP) snumber of actual foreign keysdetected
A #False positives (FP) aumber of wrong foreign keysdetected
A #Falsenegatives(FN) =number of actual foreign keysundetected

A Recall=TP /(TP + FN)
A25/37 = 71%
A25/29 = 86% ¢onsidering only potentially detectable [ u X 1

A Precision= TP /(TP + FP)
A25/(25+1) = 96%



Recent research

Database access analysis and visualization
Focus on microservice applications



Microservice applications

6verleaf

changes clsi notifications spelling
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Microservice applications

6verleaf

changes clsi notifications spelling

: contacts tags chat

0O OE

@ service-to-service: RPC

AP| gateway +— ‘ x ‘ L users @ service-to-service: events

docstore . fllesto 2
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v

document realtime

71



Microservice applications
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Other (huge) microservice

applications
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First research guestion

/>
00

How torecover database accesses from the large & dynamic
source code of microservice applications?
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First research guestion

/>
00

How torecover database accesses from the large & dynamic
source code of microservice applications?

, (')

Static analysis Dynamic analysis
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Second research guestion

O

How to understand the database access behavior of large
microservice applications?

+(.)+

Static analysis Dynamic analysis Visualization
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A

41 export async function
42
43
44
45
46
47
48
49
50
51
52
53 . toArray ()
54 }

A

Static analysis

findAllThreadRooms (projectld ) {

IDENTIFICATION

79



A
41 export
42
43
44
45 project id : new Objectld (projectld .toString (),
46 thread id : { S$exists: true },

47
48
49
50

INTERPRETATION
51

52 —{o

53 . toArray () - READ
54 '} - find()
A ‘room’

Static analysis

async function findAllThreadRooms (projectld ) {

IDENTIFICATION
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Dynamic analysis

Capturing data access traces
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Dynamic analysis

Capturing data access traces
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Evaluation »Setup

6verleaf

+ 9other microservice applications

o

Static analysis

== 700k lines

865

r A

& 12 microservices

[ |
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(@)

Dynamic analysis

Evaluation »Scenario

6verleaf 2

ﬁ Writing a paper
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Evaluation »Static versus dynamic analysis

Static statistics Dynamic statistics

javascript-db-redis-call: javascript-api-express-call: javascript-db-mongo-call: javascript-db-redis-call: javascript-api-express-call: javascript-db-mongo-call:
<+ CREATE 8 (2.9%) <+ CREATE 465 (40.0%) <+ CREATE 78 (9.3%) <+ CREATE 10652 (11.0%) <+ CREATE 1295 (24.6%) <+ CREATE 25 (0.3%)

— @ READ 103 (37.5%) @ READ 574 (49.4%) ® READ 477 (57.0%) @ READ 30498 (31.6%) @ READ 3595 (68.3%) @ READ 7103 (96.7%) ( |
4 UPDATE 54 (19.6%) 4 UPDATE 39 (3.4%) 4 UPDATE 212 (25.3%) 4 UPDATE 24580 (25.5%) 4 UPDATE 35 (0.7%) 4 UPDATE 209 (2.8%) )
Static analysis 'b' )

i DELETE 46 (16.7%) i DELETE 84 (7.2%) i DELETE 65 (7.8%) il DELETE 220 (0.2%) i DELETE 338 (6.4%) il DELETE 6 (0.1%) Dynamic analysis
««+ OTHER 64 (23.3%) «++ OTHER 0 (0.0%) ««+ OTHER 5 (0.6%) ««+ OTHER 30609 (31.7%) ««« OTHER 0 (0.0%) ««+ OTHER 0 (0.0%)

{ TOTAL 275 (12.1%) j [ TOTAL 1162 (51.1%) J { TOTAL 837 (36.8%) j [ TOTAL 96559 (88.5%) j { TOTAL 5263 (4.8%) J [ TOTAL 7343 (6.7%) j

Fragments Calls

® Redis = Express = Mongo ® Redis = Express ® Mongo 87



6verleaf

Visualization

_E

Nested rectangles represent repository, directory, and file hierarchy 88
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Visualization
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Visualization

+ 4+ o e ® -+ o mw e
® ® + ® e m @
® ®
+ + 6 ©9
®
+ ® e +
& 5 5 5
o @ @ O @ O 9 & @
>@+ +
® ® ® O @ & eee eee ® .
+ -+ https://github.com/overleaf/track-changes/blob/master/app.js#L66C1-L66C66
S o o
S ® ® & ® + o © javascript-api-express-call
< ® READ

O 6 6 6 +

o+ ©@ ot

'/project/:project_id/updates’

®00
00
o 6=
0
o

project, update

If you click on a given circle, you get further details  °°



Visualization

https://github.com/overleaf/track-changes/blob/master/app.js#L66C1-L66C66

++ e o+ @BEe

® ® 4+ @ e il e
® ® D A 6 : . .
voO javascript-api-express-call
éee
— READ
et
+ ® @ 4+ g
+ 6 e @G o GO ® e e e @
o ® © ® 5 @ & cee eee @ C . o g .
4+ -+ https://github.com/overleaf/track-changes/blob/master/app.js#L66C1-L66C66 /prOJect/prOJect |d/updates
® 6 ®© ® cee eee =
® 6 ® ® & ® + S O javascript-api-express-call
©® @ READ project, update
e®ed® -+ 6 o
. . . ® . ‘/project/:project_id/updates’
. . . project, update

If you click on a given circle, you get further details  °*
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hd o track-changes/appjs at master X ar

< C m 2% github.com/overleaf/track-changes/blob/master/app.js#L66C1-L66C66

[l Files

¥ master - +  Q
19 const truncateFn = updates
Q, Go tofile t 62 app.get (" /project/:project_
63
> .github 64 app.get (' /project/:project_
65
>
app sev BB Bpp.get(' /project/:project_.
3 config 67 ‘ app.get(' /project/:project_
68.’
b test ED. app.post( ' /project/ project
.
. 470
[ .dockerignore R
., 71 app.post(
[__b] .eslintignore .0 72 ' /project/ :project_id/doc
) : 73 HttpController.restore
[ .eslintrc Ky 2a )
: 5
[ .gitignore . 75
*
.
*
.
0
.
.
.
.
.
.
.
*
0
*
+ e e + K]

e @ + + Re

3
+ -+ https://github.com/overleaf/track-changes/blob/master/app.js#L66C1-L66C66

o LS javascript-api-express-call

READ

get
'/project/:project_id/updates’

project, update

track-changes / app.js

| Code | Blame 161 lines (132 loc)

- 4,38 KB

=»

id/doc/:doc_id/diff', Httplontroller.getDiff)

id/doc/:doc_id/check', Httplontroller.checkDoc)

id/updates', Httplontroller.pgetUpdates)

id/export', Httplontroller.exportProject)

_id/flush', Httplontroller.flushProject)

Sidoc_id/version/:version/restore”,

And you can inspect the correspond source code fragment ©2



Visualization

Focus on a particular data entity concept
spread access (1) versus centralized access (2)
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Visualization

Do not forget to update this isolated data access in case of schema change !
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Visualization
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RAIR microservice application

different distribution of data access technologies in the system
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Visualization

/ H VW §drmn a bit

Overleaf microservice application
Comparison between two system versions
(August 2021 versus November 2024)
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